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QT-600 AND Zeus II ATM FUNCTION HANDLING AND CONFIGURATION

The ATM and POS function of the QT-600 and Zeus II works as a network
sniffer. The DVR ATM function monitors the network traffic, and according to
the values configured in the ATM function, it takes, displays (only in full screen
preview) and associates the recorded video files to this information.

To configure this function in the DVR you have to have:

e Complete knowledge about the steams structure that the ATM send
through the network.

e The streams sent by the ATM or POS machine cannot be encrypted; if
these streams are encrypted the DVR won’t be able to read and de-
encrypt this information.

This document will illustrate you about how to configure the DVR parameters in
order to link the information sent by the ATM/POS machine to a video file.

First we will take and analyze an example of a stream using anetwork analyzer
software to know the stream structure; this stream it's a .cap stream which is
like the ones sent by ATM machines.

m DestinétionIPAddress: 10.10.5.80 “m”ﬂ "é f}:'ii
@ 1P Options = None t
57 TCP header (AP..) (0000 00 S0 CF 99 SF FO 00 90 27 74 €4 35 08 00 45 00 .P.. ...'t.5..E.

@ Source port: 2722 (TCP->2722) 0010f 00 FC 28 44 40 00 80 06 29 4B OA 0A 02 7B 0OA OA .. (D@...)K...{..
@ Destination port: 6094 (TCP-6094) 0020 05 50 0A A2 17 CE 00 1A 24 79 34 24 0B DO 50 18 .P...... Sy45..D.
@ Sequence number: 1713273 loo3d 22 38 FE ED 00 00 41 43 57 44 30 33 34 34 30 32 "5....ACWD034402
@ Acknowledgement number: 874777552 D040 30 30 30 30 30 30 31 30 32 4F 36 32 32 31 38 38 0000001020622188
:::::fv';:ﬁ‘go;’;s(mbytes) 0050 36 30 32 30 30 30 34 35 31 31 33 35 31 3D 30 30 6020004511351=00

Sl i D060 30 30 31 32 30 34 35 31 30 36 30 30 30 30 30 39 0012045106000009

gl o070 39 36 32 32 31 38 38 36 30 32 30 30 30 34 35 31 96221B88602000451
@ Checksum: OxFEED (Incorrect 1 Shouldbe 0xgazc) (0080 32 33 35 31 3D 31 35 36 31 35 36 30 30 30 30 30 1351-15615600000
@ Urgent pointer: 0 0090 30 30 30 30 30 30 30 30 30 30 33 30 30 30 30 30 00000000OO300000
@ ions: fgpe D0AC0 30 31 31 34 31 34 31 34 30 30 30 30 31 3D 30 30 0114141400001=00
® Data: 212 bytes lgopd 30 30 30 30 30 30 30 30 30 30 3D 30 30 30 30 30 D0000DOOOO=00000

00cO 30 30 30 30 30 30 30 3D 30 30 30 30 30 30 30 34 000000D=0000D0004
D0EQ 35 31 30 36 30 30 30 31 37 33 36 30 3D 32 39 38 510600017360=298
00EQ 30 32 36 3D 3E 36 3A 36 36 32 32 30 31 37 34 3C 026=>6.66220174<
00F(Q 3A 32 37 32 3D 3A 38 3F 33 31 3E 32 3%.3F 39 3D :272=:8731>2929=
0100 34 3&-3F 32 30 39 38 33 30 38 4:72098300

Things that you must know from the data stream to configure in the DVR ATM
function:

e Source IP address (ATM IP address)
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[ BB o 8 111041218 00802774, TCP-.. 146.32.1.. 1024218 2715 6094 Yo, 485 1297
Fragment offset: 0 9 11:11:54:187 00:90:27, TCP-.., 146.32.1., 10:242,1.8 2719 6094 Too e T2BD
- @ Time taLive (TTLY: 128 hops 1, 11:12:36:890 00;90:27, 3 TCP-... 10.10.2.... 10.10.5.80 27zz2 6094 Lo B d66
@ Protocal & TCP 1 1n13me1z 00902774, 00smiCFes., IP TCP-ai  =146.32:15 10,242:1.8 2723 6094 iz L 297
Id be 0xESDS) 1, 11:13:16:468 00:90:27: 74 0msmCFes.,., IP TCPe 14632100 10.242:1.8 27es 6094 Lo i 2BF
Source IP Address: 10.10.2.123
I
- @ [P Options = Mdge
(=7 TCP header (.AP.... e e 1
@ Source port: 2724(TCP-»2722) oo (DAL L. DK - -
L @ Destination port: 6994 (TCP->6094) SPalaa Sy4f. . B,
@ Sequence number: 3713273 8. ... ACWDO034402
i Aononledoement pnher 7477 /550 0040 30 30 30 30 30 30 31 30 32 4F 36 32 32 31 38 38 0000001020622188
W baidar riat; 5 (20 Rites) 0050 36 30 32 30 30 30 34 35 31 31 33 35 31 3D 30 30 6020004511351=00

3 0060 30 30 31 32 30 34 35 31 30 36 30 30 30 30 30 3% 001204510600000%
B Flags: 0x18

- @ Window size: BFE0 0070 39 36 32 32 31 38 38 36 30 32 30 30 30 34 35 31 9622188602000451
‘@ checksum: DXFEED (Incarect | Should be 0x8E7C) oogo 31 33 35 31 3D 31 35 36 31 35 34 30 30 30 30 30 1351=15615600000

i@ Urgent pointer: 0 0o%0 30 30 30 30 30 30 20 30 30 30 33 30 30 20 30 30 0000000000300000
‘ TCP Options: None 00Aa0D 30 31 31 34 31 34 31 34 30 30 30 30 31 3p 30 30 0114141400001=00
“ () Datar 212 bytes OoBO 30 30 30 30 30 30 30 30 30 30 3D 30 30 30 30 30 0000000000=00000

ooco 20 30 30 30 30 30 30 3D 30 30 30 30 30 30 30 34 0000000=00000004
00D0 35 31 30 36 30 30 30 31 37 33 36 30 3D 32 3% 38 510600017360=298
|click here to show source IP information| nnen 20 32 36 30 3E 36 3a 36 36 32 32 30 31 37 34 3C D26=>6: AA220174<
00F0 3A 32 37 32 3D 3A 38 3F 33 31 3E 32 39 3F 39 3D :272=:8231>2970=
0100 34 3A 3F 32 30 39 38 33 30 30 4: 72098300

e Source and destination ports
These ports must be configured in the DVR ATM function

e Stream data structure and where is the desired information of this
stream.

[vg. ... ACWDD3440%
0000010206221 88
6020004511351=0C
0012045106000006
96221868602000451
1351=1561560000C
000000000030000C
0114141400001=0(
0000000000=0000C
0000000=00000004
510600017360=29¢
026=>6: 6622017 4<
. 272=:8231>2970=
4:22098300

Once you have identified all this information, now you can proceed to the ATM
configuration function in the DVR.

To enable and configure the ATM function in the DVR, please proceed as
follows:
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1. access into the ATM configuration menu; for this please follow this path:
main menu > advanced > ATM

Once you are inside the DVR ATM configuration menu, please proceed as
follows:

2. Select the data group that the DVR will sniff from the Network, then
type the source and destination IP addresses.

GEroup

Source [P
Destination |F
Fecord

Start Pozition Length

Frame 101 [ Jle ] I:I -

Frame 102

Frame 103

Frarme 104

Frarme 105

Frame IDG

3. if you know the transmission where the data stream will be transmitted
please configure them in the source and destination ports; if you don't
know these ports values leave them as zero.
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Group

- | FI
atian P
Fecaord

That means that the DVR will check the information that passes trough all
ports.

4. Then click on the channel or channels number to enable the recording
function for the selected channels.

5. Now according to the stream structure, input the stream start position
length and key value in the frame ID that you want to configure.

THE INITIAL CHARACTAR OF THIS STREAM IS IN THE FIRST
POSITION IS ONLY ONE CHARACTER AND IT'S VALUE IS "A”

—

"g. .. (RYWD034402
D000E0T 020622188
AOZ20004511351=0C Start Fogition Length Fey

Be=22188602000451

1351=1561560000¢ Frame ID2 I Y
SEPEOEPUEITRE R oo [ 0 [ ][ D=
0O00000000=0000C
0O00G000=00000004
510600017360=29¢
026=>6: 6622017 4<
L 273=: 8231529 70=
4: 22098300

%

**Note: the information in this picture is an illustrative example of how to configure this
function**

There are different kind of data for different operations, so we have several
Frame ID’s for you choose, every Frame ID means a certain rule.

6. once typed the Frame ID information in the DVR, then click on the Data
button
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There are 4 fields that you can set to show the card information (you can set
less than 4 fields according your needs) Choose offset and length for the
information you want to show in the video, you an set title for each information

according to the captured transaction.

In these data field you must configure the required information offset or start

position inside the data stream and the length.

w TR —
A

22388300

L%.

0z E:_::-- q: bhe= 0 L 4 2

:8231>2929=
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Check that for this example the information configured in the field 1 starts in
the 21 position and it has a length of 19 characters; the same way for all the
other two fields.

Then click on the "SAVE"” button to save changes.

7. Now go to the “DISPLAY"” submenu, to access to this menu please
follow this path

MAIN MENU - SETTINGS - DISPLAY

MAIN MENL

=

SEARCH

SETTING

ADYRRTC(ED GENERAL = ENCODE SCHEDULE  RS232

J o 7
ALARM DETECT PANTILT/ZOOM DEFAULT

DISPLAY

B0 EUBEODEEBEREERE
(1020304

Default I Cancel

Make sure that the overlay info check box icon is enabled (in white),
otherwise the information won't be displayed.

8. Be sure that all the recording setting of the DVR are in Schedule mode.
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View 1
View 4
View 9
View 16

Pan/Tilt’Zoom
Color Setting

Search ! 1
AIarn#Output

Alarm Input

Main Menu

MANUAL RECORD

Cancel

9. Now tat you have completely configured the ATM function you can
proceed to search the event in the DVR (for more information about how
to perform a playback search, please refer to the DVR user manual).

The video should be displayed as follows:

—_——

WAccount 6221886020045 1135 | gl

rans 000012

Amount 4020 .I
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